FEDERAL BUREAU OF INVESTIGATION

GCARStAGET . NO@SNEZI YR Lyl

Combating the Insider Threat at the FBI:
Real World Lessons Learned



Disclaimer and Introduction

The views expressed in this presentation are those of the
presenter and do not reflect the official policy or position of
the Department of Justice, the Federal Bureau of
Investigation, or the U.S. Government, nor does it
represent an endorsement of any kind.
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The 5 Lessons

Insider threats are not hackers

| nsi der t hr eat | S not a 1 ecH
alone

A good insider threat program should focus on deterrence,
not detection

Avoid the data overload problem

Use behavioral analytics



Our IA Program & Evolution

Threat focus:
Computer intrusion
Protection: N/W
perimeter, firewalls,
IDS, proxies, A/V,
DHCP, DNS
Detection technique:
signature based

Threat focus: APT
Protection: +
Internal N/W, host
A/V, OS, application
logs, email, net flow
Detection
technique: + N/W
anomaly

)

Threat focus: Insider
Protection: + DLP,
DRM, Personnel
data, data object
interaction, non-N/W
data

Detection
technique: + data
mining, behavioral




4 Test: 65 espionage cases and the activities of over
200 non-model employees

3 Control: The rest of the user population



Lesson #1.

The Misunderstood Threat

35 NOT hackers

5 People who joined
organizations with no malicious
Intent

5 Most tools and techniques are
designed with the hacker in
mind
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3 We lose most battles 2 feet
from the computer screen

3 24% of incidents, 35% of
our time

3The nknuckl e
problem

3 Policy violations, data loss,
lost equipment, etc.

3 Address with user training
campaigns & positive
social engineering

3 7% drop incidents since
last year
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TheMost Common Threat of ThemAlll?!1?
Not SoFast..




Joe Says...

3 Insider threat is not the most
numerous type of threat

5 1900+ reported incidents in the last
10 years

5 ~ 19% of incidents involve malicious
Insider threat actors
5 Insider threats are the most costly ./
and damaging |
3 Average cost $412K per incident
3 Average victim loss: ~$15M / year
3 Multiple incidents exceed $1 Billion

Sources: Ponemon Data BreachllRROR00B;tFBI/! &€G8, Réporte
007, 06080061,1;60WE,r i@/ Busi ness Data BB € h Repor
Magazi ne /| CERAL Camagie Meflan CEBRT Q011 IP Loss Report; Cisco Risk
Report 008 9



FBI Case Statistics

IEA 1996 - Present

3 Data from convictions under the Industrial Espionage Act
(IEA) Titlel8 U.S.C., Section 1831

3 Average loss per case: $472M

29%

China
Other
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Solution: Define the Insider

5 Authorized people using o —
their trusted access to do WE HAVE MET
unauthorized things THE ENEMY

4 Boils down to actors with " ANP HE 1S LS.

some level of legitimate
access, and with some level
of organizational trust

5 Misunderstanding example: )y A 3£
The APT is not an insider Q N
threat because they steal = WN
credentials.

N
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Environmental

|
l Internal l External

G |
N Non-
l Malicious l malicious Malici i
aliclous malicious

I | |

I : | /T | Fraud / | CERT Threat Models
Espionage Sabotage abuse IP Theft

]

— 12




\

PWNS NETWORK BY NIGHT



U 1.5% of espionage cases
reviewed involved the use of
system admin privileges

U .8% of internal FBI incidents
Involved system admin cases

u CMU Cert show different
statistics for IT sabotage:
U 90% of IT saboteurs were system
admins

U http://www.cert.org/blogs/insider_
threat/2010/09/insider_threat_dee
p_dive it sabotage.html

14



35 The Intrusion Kill Chain is excellent for attacks, but
doesnot exactly work for I n

* Harvesting email addresses, conference
information, etc

* Coupling exploit with backdoor into
deliverable payload

* Delivering weaponized bundle to the
victimvia email, web, USB, etc

» Exploiting a vulnerability to execute code
on victim system

Installation « Installing malware on the asset

- |
Command & Control Command channel for remote

manipulation of victim

;\, - - : - ’th o K b ” .
mmows Wi Hands on Keyboard” access

intruders accomplish their original goal

Reference: Intelligence-Driven Computer Defense Informed by Analysis of Adversary
Campaigns and Intrusion Kill Chain. E.M. Hutchings, M.J. Cloppert, et. al.
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Thr ea

- Recruitment or

. _ - Hiding
Recruitment / c%hes.lon : 3 c?(mmunications with
TippIiNa POINT L TR IRSORMTIESISIRCI ektétnal parties

ipping point i p
1=tz 110la A 24=Tel0]; | - Less time the more _8 - Asking coworkers to
- knowledgeable the b~ find data for them
threat g,.
@)
S - Use of crypto
- iy - Grab the data — . .
ACQUISITION /| ins i | Renemingiie
Collection _ @
C
—
< - Off hour transfers
: : - Game over! - Spreading data
Exflltrgtlon A - Egress via printing, downloads over multiple
ACtlon ' DVDs / CDS, USBS, Sessions

network transfer, emails
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5 Many want you to believe insider
threats are hackers in order to sell

you things
3 IDS, Firewalls, AV, etc. do not work
3 No rules are being broken!

5 Question vendor claims

353Some great capabil.i tfj_f.)*‘ll

t he boxo solutions

5 Data loss prevention, digital rights
management, and IP theft protection
products are maturing
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Lesson # 2:

- This is Not a Simple Cyber Security Problem

3 We trust the threat

3 Insider threat programs are not
just policy compliance shops

3 90% of problems are not
technical

3 Programs do not just bolt into
Security Operations Centers

3 Dedicated staff with clear
objectives are a must
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Solution:

The Multidisciplinary Approach

|dentify:
fy Cl / Intel

Cyber

Detect Disrupt Personnel ity

Enemy 'Data



