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COMPRESSION OVERVIEW

DELATE: 

ÁLZ77: reducing bits by reducing redundancy

ÅGoogl ing the g oogl es -> Googling the g( -13,4)s

ÁHuffman coding: reducing bits by employing an 

entropy encoding algorithm

Åaka. replace common bytes with shorter codes
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SO ABOUT CRIME...

SSL doesnôt hide length

TLS/SPDY compress headers

CRIME issues requests with every possible character, 

and measures the ciphertext length

Looks for the plaintext which compresses 

the most ïguesses the secret byte by byte

Requires small bootstrapping sequence 

knownKeyPrefix=secretCookieValue

The Compression Oracle:
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ITôS FIXED!

TLS 

Compression

Disabled
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ITôS FIXED!
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DO NOT PANIC »

« ITôS FIXED
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[ letôs bring it back to life ]
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BREACH
BrowserReconnaissance& Exfiltration via 
AdaptiveCompressionof Hypertext

INTRODUCING
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BREACH / the ingredients

· Very prevalent
· Highly impractical to turn off 
· Anybrowser, anyweb server

SSL / TLS [any version]GZIP

A secret in the response body

· Could be turned off ;)

· /{wCΣ {L5ǎΣ tLLΣ ±ƛŜǿ{ǘŀǘŜΧ
· and much more

Attacker -supplied data

· Guess (in response body)

Three -characters prefix

· To bootstrap compression

· It only takes one
· Less than 30 seconds for 
simple pages
· Minutes to hours for more 
complicated dynamic bodies

Fairly stable pages

· No tampering / SSL downgrade

MITM / traffic visibility
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[ PREFIX / sample bootstrap ]

Guess (in response body)

Target secret (CSRF token)


