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COMPRESSION OVERVIEW

v DELATE:
A LZ77: reducing bits by reducing redundancy
A Googling the g oogl es -> Googling the g( -13,4)s

A Huffman coding: reducing bits by employing an
entropy encoding algorithm
A aka. replace common bytes with shorter codes
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SO ABOUT CRIME...

| The Compression Oracle:

</ SSL doesrit hide length
</ TLS/SPDYcompress headers

</ CRIME issues requests with every possible character,
and measures the ciphertext length

«/ Looks for the plaintext which compresses
the most T guesses the secret byte by byte

</ Requires small bootstrapping sequence
knownKeyPrefix=secretCookieValue
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I'T & FIXED!

| TLS
Compression S—
. &« &= en. [fwiki/CRIME_(security_exploit)
Disabled client has offered, so if the client only offers 'none' (no

compression), the data will not be compressed. Similarly, since
'no compression’' must be allowed by all TLS clients, a server can

always refuse to use compression.

W CRIME (security exploit) - x

Vulnerability [edif]

As of September 2012, the CRIME exploit has been mitigated]by
the latest versions of the Chrome and Firefox web browsers, and
Microsoft has confirmed that their Internet Explorer browser was
not vulnerable to the exploit.m Some websites have applied
countermeasures at their end.[’]
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T & FIXED!

C https

ISeCpartners.com

sonthe Crime Attack...
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DO NOT PANIC »

« T BFIXED
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let Gs bring It back to life |
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BREACH / the ingredients

| GZIP | SSL /TLS [any version]

- Veryprevalent - Could be turned off ;)

- Highlympracticalto turn off

- Any browser,any web server | A secret in the response body

./ {wCZ {L5&4% tLLX *AS

| Fairly stable pages el UE R e

- It only take®ne
- Less than 30 seconder | Attacker -supplied data
simple pages

- Minutes to hours for more
complicated dynamic bodies

- Guess (In response body)

| Three -characters prefix
| MITM / traffic visibility - Tobootstrap compression

- No tampering / SSL downgrade
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[PREFIX [/ sample bootstrap ]

| Guess (in response body)

| Target secret (CSRF token)
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